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1. Pursuant to cue discussion .of the possibility of 
attempting to establish eoBBUAlMttens with the &ru-.. ft OH group 
inside ObCi-tOw, j visa to submit to you the following details 
of the eopmunics tiers® system established for this circuit, sa veil 
as details on the cryptographic system in use by this group. 

P. I would appreciate receiving frets you at your earliest 
possible 'convenience an evaluation cf this cosEfunicn tlom cjo- 4 
' crypto graph! a system, as veil as the answers to the following 
questions s 

a*... Is the system such that you could attempt to es- 
tablish' cov^aun.: cations with "Veror Ska” using your rain 
tranew Itter and* receiver station? 

b. In the event that, you consider It undesirable to 
us© your main station, Is the frequency range such that a 
separate Uf-i could be set up to attempt • this contact, *.«d 
are you In a position to set up sue Vi a transmitter station 

for us, monitor Ini’ the circuit at your vaio base cr other* 
vise as you see fit? 

c. In the event that the fori going are imprseti cable 

or impossible cf execution, we would appreciate your evalua- 
tion of the frequency range for possible use employin'- a 
suitcase set from H40db.uf • 

3. enclose our oni.y copy of the book which forms the 
basis for the cryptographic system and. therefore wish you to send 
it back- to Ue with your an aver. 

b . As indie .ted above, we «,*** ssos.fc anxious to proceed 
with this mtUr without delay and would therefore greatly -ap- 
pr'ec late your earl 5. eat attention to this matter. 


Z. -dryrtt; syat®% d- 
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AT fAC vii’iiiU.T 1 for 33 lilt'd- 

Details of the Pole System Deed by the Group 


The communications stations In JBCfcOUD are known under 
the code name "Veronika, M The frequencies used by then! are 
(a) 7010 klo, (b) 4$6l klo, (c) 4404 kle (reserve). 

a. The transmission station operating fro© HGUKAbT or 
^QGlwjewti would be known as "Alblns" and the frequency used 
should be (a) 7030 klo, (b) 5321 kle, 

b. The choice of frequency Is determined by the following; 
rules The frequency "a" is used when the date of the months 
and the number of the months added together make an evejf^n 
number. Per example, 15 'July , 15#7~22;. In this instance the 
frequency "a" would be used. 

c. When the date and the month added together form an 
odd number, as for example 5 August, 5^?rl3 > in this case 
frequency "b" will be used. 

-d. Frequency "o" for "Veronika" always remains In reserve, 
and it Is used only jn case of evergency when antther frequency, 
"a" or "b", oannct be- used. 

9* when the roadcast falls on a date that is an even 
number, then the broadcasting time is 2010 hours; when it falls 
on a date that ia an odd number (such as 17 September), then 
the broadcasting, time is 2110 hours. (The time in this case is 
the TPvoGvm time , which, is vj,.T plus three hours.) 

f. The days of the broadcasts. The broadcast is made . 
blind or one-sided and it is repeated arid resumed in accordance 
with the following pattern * The starting point of calculation 
le 1,5 &ay 1949 when "Veronika" .broadcasts . The return broadcast 
by "Albina* is made nine days after (which in this ease is 24 
hay). Then he broadcasting is resumed again by "Veronika" and 
then again by "Albina" on the 10 of June and then starts a 
new period. The frequency of the period for Both "Veronika" 

•and "Albina" is nine -eight-nine and with the end of one period 
begins a new period which is also nine-eight-nine . To make it 
more explicit, we Repeat, when "Veronika" broadcasts on 19 June, 
"Albina" answers on 27 June . This system. is net changed unless 
both stations agree and in November 1950 the broadcasting dates 
are the following t "Veronika" 4-11, "Albins" 13-11, "Veronika" 
22-11, "Albina" 30-11 . 
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.Explanation of the Code Sy step Used 


1. Radio Signals * The radio signals are given in the 
following way? Three, letters followed by letters W DE" and then 
again three letters. For example, K'TB DEI PED. The letters to 
be used are selected in eoordanee with the following rule : The 

cipher group used for this purpose is a book of peems M Ceribu 
Zeme,“ Universala Blblioteka, Nr 3, ZelAa Absle, 1945* The pages 
of this book to be utilized for signals are selected as follows* 
Page 21 for the first calendar day of the month, Page 22 for the 
second calendar day of the month etc. until the last calendar day 
of the month. The selection of the proper letters for the given 
day is arranged as follows* The first letter to be selected 
would be the first letter in the text, the second letter would 
be the last letter in the first line of the text and the third 
letter would be the first letter in the last line of the text. 

In his fashion we obtain the first three letters formint the first 
group. After this group letters h D” and M E M follow. The second 
group consisting of three letters also is selected in the same 
fashion as the first group except that instead of the first line 
of the text, the second line of the text is used and instead of 
the last line of the text, the next to the last line is used. 

For instance, using these principles and the text of the book, 
the signal for the fifth calendar day will be as follows* ETB 
£>& SNP (Actually this should have been KTB DE SSS but the same 
letters should not be used twice in one group. For example, 

LLF, DGl, LFL, FLL and the place of the letter that could not be 
used because of duplication is taken by the next letter to the 
left of the one which was not used. In the same manner and for 
the same reasons, the letters M U M and M R M are not used. 


2. OaBLBQ^it ion qJL i&e Hg.aaag.fr aM figaa&ai&Uaa s£ iM Cipher ; 
The cipher is constructed from 90 letters of the text given on 
the selected (according to previous instructions) page. The 
first calendar day is the 21st page of the text, the second day 
is the 22nd page and the 31st calendar day is the 51st page. 

The title on the page is not used and not taken into consideration 
in the construction of the cipher. The first step in building 
the cipher consists in writing out in a vertical line 24 letters 
of the Latvian alphabet. These letters are as follows* A,B*C, 

C, D, E, », G, H, I, J, K, L, M, N, 0, P, R, 3, 3, T, U, V, Z. 

Every letter of the alphabet will be represented by two figures, 
for example, taking page 21 of the book, letter "A" will be repre- 
sented by 02, 28, 35, 43, 57, 59, 75, "3" by 91, 0 by 81, fl by 92, 

by OS, 38, 47, 70, h E" by 16, 39, 50, 54, 62, 66, 68, 71, 87, 

by 93, "G" by 21, "H M by 94, H I" by 05, 10, 15, 46, 49, 53, 

78, 82, 84, 86, M J H by 95, "K" by 01, 07, 13, 25, 44, "L" bf 

M by 33, 56, 67, M N" by 17, 18, 23, 30, 40, 42, 58 , 79, 83, 

"0 M by 19, "P" by 74, "ft” by 06, 14, 27, 36, 76 , "S" by 08, 

1 2, 24, 41, 51, 60, 69, 88, ”3” by 34, by 09, 31, 45, 52, 
85 , M U ft by 20, 22, 26, 29, 32, 37, 64, 80, 89 , "V" by 63 , 
by 04, 48, 65 . The/period sign on this page is represented 


*'D" 

»'F" 

73, 

72, 

90, 

11 , 

55, 

77, 
by 96 . 


61 , 

"Z" 
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The period sign on this page is represented by 96. It must be 
noted that when the text Is prepared then in the row of figures 
thus obtained for that particular date , anbther figure should 
be introduced which, together with the first figure of the. 
text, would add up to number 10. For example, when the first 
figure of the text is M 4" then " 6 " should be added. On the 
first calendar day of the month this figure will be proceeding 
the text. In such a case, if the first figure of the text is 
M 0" , then another ”0" would be placed before it. However, should 
this figure be M 9 M 'instead of " 0 ", then the figure preceding, 
it would be M 1 M . When the text is coded then it is composed in 
groups of five figures. When the last group is less than five 
figures, then the missing number of figures la added so that 
so that the last group would also contain five figures. 

3 . Construction of Telegrams and I^asage-a : 

Veronika = - (nr) ( gr ) <j>| (Dat., Monat) J911 Time 1315 5B r 5^ 

Albins r = (Time) 2010 (group of figures) 12 =• 5Z r 5 Z...USW...] 


Example : 

Veronika sends message on 25 Nov as follows: "Kom gleich hier.” 

4TB de 3NP 3-5 Minutes 


-= 16 06 2511 2110 13193 r 32172 r 54468 r 19494 r 15549 r 27149 ii 

When Albins sends a message then every gcup of figures should be 
repeated twice. Veronika is not required to dothat because of 
the security risks involved in overstaying too long on the air. 


The text of the message desired to be transmitted by CGH group 
to their compatriots in the homeland is as follows: "Talakais 

pec plana. Ka maigai ar velu," This message is an agreed-upon 
text and translated has a trivial meaning approximately as 
follows: h How is every things? How is the wash?” 



V 

-W>‘ 



